
Take Immediate Action to Prevent Theft of Credit Card Data
Some of the above cases are related to dishonest staff who, without their employers'

permission, accepted bribes from counterfeit credit card syndicates for assisting them to obtain

customers' credit card data, contrary to Section 9 of the Prevention of Bribery Ordinance.  The

maximum penalties are $500,000 fine and 7 years' imprisonment.  In fact, employers also have

the responsibility to take all reasonably practicable steps to improve their working procedures

and security measures to prevent the theft of these data.  They may consider the following

recommendations to reinforce their internal controls:

• Formulate code of conduct for staf f : List out the requirements on staff's conduct

including the policies on acceptance of advantage by staff and the protection of

customers' credit card data;

• Provide clear and detailed procedures and guidelines for handling credit card

t r a n s a c t i o n s : Assign staff of specific ranks or specific staff members to handle credit

card payments, and require the staff members to sign on the credit card payment slips so

as to identify the staff responsible, thus facilitating future identification of the employees

concerned;

• Establish effective security measures: Keep the POS terminal and credit card payment

slips safely.  The position and height of the cashier counter should be appropriate and

properly lit to facilitate supervision.  If storage facilities for customers are provided, the

shop should strengthen the safekeeping of the locker keys;

• Implement effective staff supervision measures: Establish a staff rotation system,

firmly adhere to the staff roster system, appropriately segregate staff's duty, and monitor

the conduct of new appointees;

• Watch out for behavioural symptoms: Beware of staff's sudden change of lifestyles

and spending patterns, in particular when the changes do not commensurate with income

and assets, which may point to possible malpractice;

• Strengthen staff training: Enhance staff's knowledge on the Prevention of Bribery

Ordinance, other regulatory requirements and the means of credit card fraud so as to

foster their awareness;

• Establish channels for complaints: Encourage staff and customers to report

malpractice;

• Zero tolerance to malpractice and crime: Take disciplinary action once malpractice is

detected.  Suspected corruption, fraud or other forms of crime should be reported to the

relevant law enforcement agencies;

• Seek advice from acquiring banks or law enforcement agencies: Contact the

acquiring banks or relevant law enforcement agencies for any enquiries or assistance.

Report Corruption

If employees are suspected to collude with criminals in stealing customers' credit card data

by corrupt means, you should report to the ICAC immediately.

In person : ICAC Report Centre (24-hour service)

G/F, Murray Road Carpark Building, 2 Murray Road, Central, Hong Kong

or any ICAC Regional Ofiices

By phone : 25 266 366 (24-hour service)

By mail  : G.P.O. Box 1000, Hong Kong

ICAC - Your Corruption Prevention Partner

The ICAC is most willing to assist individual shops to formulate corruption prevention

measures and provide training for their staff.  Staff training can be arranged with any ICAC

Regional Offices and corruption prevention consultancy services can be obtained directly from

the Advisory Services Group of the Corruption Prevention Department of the ICAC.  All the

above services are free of charge.

ICAC Regional Offices and Advisory Services Group 

Regional Office (Hong Kong West/Islands) Regional Office (Kowloon East/Sai Kung)
Tel: 2543 0000 Tel: 2756 3300

Regional Office (Hong Kong East) Regional Office (New Territories South West)
Tel: 2519 6555 Tel:2493 7733

Regional Office (Kowloon West) Regional Office (New Territories North West)
Tel: 2780 8080 Tel: 2459 0459

Regional Office (Kowloon Central) Regional Office (New Territories East)
Tel: 2382 2922 Tel: 2606 1144

Advisory Services Group 
Tel: 2526 6363
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Incalculable Loss Arising from Theft of Customers' Credit Card

Data
Counterfeit credit card syndicates bribe staff of hotels, restaurants, karaoke lounges,

beauty saloons, private clubs and retailers, and exploit security loopholes to steal credit card

data of customers and produce counterfeit credit cards to be used in buying sprees both locally

and overseas.  The accumulative monetary loss arising from credit card fraud amounts to

several hundred millions of dollars annually.  These crimes do not only undermine the interests

of both the credit card holders and the card issuing companies but also adversely affect the

reputation of Hong Kong as a shoppers' paradise.  Moreover, the corrupt staff involved would

breach the Prevention of Bribery Ordinance and other related legislation.  Shop owners would

also suffer heavy losses. 

• Tarnished reputation, declining profits 
Shops which become "black spots" for theft of credit card data will not only cause

problems to their customers but also to themselves.  Customers would lose confidence in

the shops and eventually stop patronizing them, thus leading to decline in business.

• Termination of provision of credit card service 
Counterfeit credit cards would bring about losses to banks and credit card companies.  If

shop owners do not adopt the necessary preventive measures to curb credit card crimes,

the provision of credit card service to customers will be terminated. As a result, the

competitiveness of their shops will be greatly reduced.
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